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About us
Orpheus is the only UK-government accredited cyber threat intelligence company providing 
cyber risk rating services. We are accredited to the highest level to provide threat intelligence 
 for Critical National Infrastructure (CNI) organisations in the UK, and are trusted by major 
organisations worldwide to help them understand the cyber threats they face. Our powerful 
and award-winning technologies collect huge volumes of cyber risk data, which we analyse 
using Machine Learning and our highly skilled team to enable you to stop your cyber risks 
before they happen.

Accredited by:



Key Findings
• 88% of companies 

had leaked emails 
– and in some cases 
passwords – from third-party 
databases, which could be 
used for phishing or to 
compromise the accounts

• 37% of companies 
look attractive to 
opportunistic and even 
unskilled cybercriminals 
because they have 
vulnerabilities on their online 
infrastructure that could 
potentially be exploited

• 17% looked to be 
running databases 
that could be targeted by 
cybercriminals, whereas 5% 
we assessed appeared to be 
running services that 
cybercriminals would look to 
target with ransomware

• 80% of companies 
had basic email 
authentication 
measures in place, though 
95% had not implemented 
additional frameworks that 
exposed them to having their 
email domains spoofed or 
used to send spam

• Average vulnerability 
scores differed for 
each sector within the 
dataset, though overall 
compared favourably to other 
sectors already in our 
database of assessed 
companies

Organisations can improve on 
the issues we have identified 
by adopting some basic cyber 
hygiene measures...

Digitalisation of the NHS4
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Practical steps you can take 
to mitigate these issues
The best way to reduce your cyber risk is to better understand the specific threats and 
vulnerabilities that you face. However, we have identified some more general steps that 
will also help to remediate the issues we have identified. Many revolve around ensuring 
good standards of basic cyber hygiene to prevent and deter attacks from 
unsophisticated adversaries, rather than investing in more complex and expensive 
solutions required for the most capable threat actors.

Infrastructure
• Adopt an attacker’s-eye-perspective to understand 

how your organisation might look attractive to 
potential adversaries, and regularly review this 
understanding.

• Ensure that you are operating the latest versions of 
software on your internet-facing infrastructure.

• Understand and prioritise patching high-severity 
vulnerabilities, along with those that threat actors 
are actively looking to identify and exploit.

• Assess which ports are open on your estate, and 
whether there is a business requirement for these to 
be open. For those service that are required to be 
internet-accessible, ensure appropriate 
authentication or controls are in place.

• Track certificate expiry dates to ensure those on 
your websites are in date. Only use certificates 
issued by a trusted authority. 

Governance
• Adopt a threat-led and risk-based approach to cyber 

security. Identify your key assets and their security 
controls so that you can protect them against the 
key threats they face.

• Anticipate the security incidents you are likely to 
face based upon your risk profile, and prepare 
accordingly.

• Encourage pro-active ownership and management 
of cyber security at a senior leadership level.

• Regularly review your information security posture 
and policies to ensure they reflect your current level 
of cyber risk. 

Credentials
• Educate employees on the potential threats 

associated with using their professional email 
accounts on third-party sites.

• Inform employees of the importance of using 
unique passwords across separate accounts.

• Create and enforce a strong password policy, to 
reduce the chances that these passwords can be 
re-used across multiple accounts.

• Consider implementing additional security 
measures, such as multi-factor authentication, to 
reduce the potential for credential stuffing attacks. 

Anti-phishing and spoofing
• Create a Sender Policy Framework (SPF) record so 

that you can determine which IP addresses and 
hostnames are authorised to send emails from your 
domain.

• Use Domain Message Authentication, Reporting & 
Conformance (DMARC) to monitor and prevent any 
third parties from attempting to send emails on your 
behalf.

• Continually inform employees about the evolving 
threat from phishing emails, both in terms of the 
latest tactics that are used by cybercriminals, and in 
terms of the potential business risk to the company

White Paper  |  Digitalisation of the NHS
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Introduction – why focus on suppliers?
Improving cyber security standards throughout the NHS has been identified as a 

priority by the Department of Health and Social Care. Changes to the threat landscape 

and regulatory environment are also increasing the importance of securing the supply 

chain in a range of industry verticals.

1  https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/747464/
securing-cyber-resilience-in-health-and-care-september-2018-update.pdf

As larger organisations have 
improved their cyber security 
defences in recent years, 
cybercriminals and other 
adversaries have increasingly 
looked for other ways of 
compromising their targets. Often, 
smaller companies providing goods 
and services to the larger 
organisation will have fewer 
resources to dedicate to cyber 
security, and may have weaker 
defences as a result. Sophisticated 
adversaries are increasingly aware 
of this, and are looking to target 
these weaker companies as a 
conduit into their ultimate victims. 
This shift is illustrated by Figure 1 
below, which shows the increasing 
frequency of supply chain 
compromise incidents our analysts 
have identified over the last few years.

A second crucial factor is the 
increasing impact of some cyber 
attacks. The May 2017 WannaCry 
ransomware incidents cost the NHS 
an estimated £92 million and 19,000 
cancelled appointments.  Although 
WannaCry was something of a 
worst-case scenario, cyber attacks are 
increasingly capable of disrupting 
companies and permanently deleting 
data – not just stealing information or 
causing minor inconveniences.  
The threat that this shift poses to 
suppliers of key goods and services to 
the NHS increases the importance of 
securing the supply chain.

Finally, the regulatory environment is 
also encouraging organisations to 
take a more proactive approach to the 
security of their suppliers. Companies 
wary of large fines under the General 

Count of Intelligence Reports covering Supply Chain Compromises over time
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Figure 1: A chart shows the increasing count of intelligence reports in Orpheus’ database 
in which supply chain compromises are used as an infection vector

Data Protection Regulation (GDPR) 
are increasingly looking to identify and 
mitigate potential weaknesses among 
their third-parties to reduce the risk 
that they face themselves. Initiatives 
such as NHS Digital’s Data Security 
and Protection Toolkit  reflect the 
effort to help organisations manage 
their cyber risk, and will grow in 
prominence.

As a result, we have written this 
whitepaper to support the NHS in its 
efforts to reduce the overall level of 
cyber risk that it faces. As individual 
suppliers increasingly understand 
their own specific threats and 
vulnerabilities, they can look to 
mitigate them, thus improving the 
overall security of the supply chain, 
building public trust in the security of 
information in the healthcare sector.

Digitalisation of the NHS6
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METHODOLOGY

To conduct the research  

for this whitepaper, Orpheus  

took a random selection  

of 622 companies currently 

registered on the 

Edge4Health portal. 

Edge4Health is a partnership 
between NHS Shared Business 
Services and Virtualstock that 
streamlines processes between 
healthcare suppliers and providers. 
Edge4Health will enable suppliers 
to understand, improve and 
demonstrate their cyber security 
status to the NHS buying 
community, thus supporting 
informed procurement decisions 
and reducing the risk of cyber 
attacks to the NHS.

We entered these companies in our 
proprietary Cyber Risk Rating tool. 
This tool factors in both the 
vulnerabilities that a company has, 
and, crucially, the threats that the 
company faces. This threat 
intelligence is based on the 
repository of intelligence reports 
written by our expert intelligence 
analysts, because of what the 
company does (its sector and 
business activities), where it does 
it (the countries in which it 
operates), and how it does it (the 
technology it operates).

2 https://digital.nhs.uk/data-and-information/looking-after-information/data-security-and-information-governance/data-security-and-protection-toolkit
3 Individual Cyber Risk Rating reports, which provide a breakdown of the specific threats and vulnerabilities facing each company, and how to mitigate them, are available 
for each company in the dataset. To access yours, please reach us at: contact@orpheus-cyber.com.
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Figure 2: The National Cyber Security 
Centre defines Risk as a combination of 

threat, vulnerability and impact

This enabled us to identify key 
threats and vulnerabilities for each 
company and assign each a threat 
and vulnerability score on a scale of 
1-999. These two scores combine to 
form each company’s risk score on 
the same scale, with a score of 999 
indicating the highest possible risk.  
We then pooled these individual 
reports and conducted further 
analysis to identify thematic issues 
that applied across the dataset, 
which we have categorised into 
several key findings for the purpose 
of this report.
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Of the 622 companies we assessed, 
550 had employee credentials that 
had been leaked from third-party 
databases. 
 

Employees will typically sign up for 
third-party sites, such as the 
professional social networking site 

LinkedIn, which then suffer breaches 
in which cybercriminals try to steal 
their databases. Criminals then 
trade and sell these databases on 
the deep and dark webs and use 
them to compile lists for phishing 
and spam campaigns, or use them 
as part of credential stuffing 
attacks to try and gain access to 
web portals – for example, a 
company’s Microsoft Office365 
login page.

In May 2019, UNIQLO Japan and GU 
Japan, two retail brands, had their 
online stores compromised via this 
type of attack, in a malicious 
operation that allowed threat actors 

to access over 450,000 customer 
accounts, as well as a similar 
incident affected Dunkin’ Donuts in 
February. The potential usefulness 
of these credentials to 
cybercriminals will vary.  
For example, the more recent the 
breach, the more likely it is that the 
accounts will still be active; 
whereas breaches that are 
accompanied with plaintext 
passwords are also better suited 
for credential stuffing. As Figure 3 
shows, most companies in the 
dataset had between 1-99 
credentials leaked, with a smaller 
portion having over ten thousand.

We found leaked credentials for 88% of companies

Breakdown of number of leaked credentials per company
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Figure 3: A graph shows the breakdown of credentials by volume

FINDINGS
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38% of companies look attractive to 
opportunistic and even unskilled cybercriminals

Most frequently occurring vulnerabilities, with CVSS scores
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Figure 4: Chart showing the most 
frequent CVEs within the analysed 

dataset and their respective 
severity score

FINDINGS

Our research revealed that 62% of 
assessed companies operate 
seemingly secure public-facing 
infrastructure, in that they featured 
no known and unpatched 
vulnerabilities (also known as CVEs, 
or Common Vulnerabilities and 
Exposures). However, the other 38% 
(235 companies) feature at least one 
known vulnerability on their internet-
facing infrastructure. 

Cybercriminals will often 
indiscriminately scan portions of the 
internet, looking for vulnerabilities 
that they can exploit to gain a 
foothold on the underlying 
infrastructure. Many groups will 

specialise in exploiting just one 
vulnerability for one objective – for 
example hijacking web servers to 
use them to mine cryptocurrency.

Figure 4 highlights the vulnerabilities 
we found most frequently across 
companies in the dataset, as 
identified by their CVE codes; along 
with the severity of each vulnerability.  
The screenshot below from a 
cybercriminal forum also highlights 
the intent of threat actors to target 
these specific vulnerabilities; 
awareness of which is useful when 
deciding which vulnerabilities to 
prioritise for patching when only 
limited resources are available.

4 CVEs are scored according to the Common Vulnerability Scoring System (CVSS) score, with a 10 rating for the 
most critical vulnerabilities based on their exploitability, impact, and other factors.

Figure 5: A cybercriminal forum poster requests assistance to exploit CVE-2010-1256, a vulnerability in Microsoft Internet Information 
Services (software for web servers) that occurs frequently on the infrastructure of companies we assessed
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FINDINGS

14% of the total companies that we 
scanned also had critical-severity 
vulnerabilities on their public-facing 
infrastructure (CVEs with a CVSS 
score of 9.0 or higher). These 
critical-severity vulnerabilities are 
likely to be prioritised by 
cybercriminals because of the ease 
with which they can be exploited, 
or the access that they provide 
when they are successfully 
exploited. Within this subset, two 
vulnerabilities were particularly 
prominent - CVE-2010-3972 and 
CVE-2010-2730, two security flaws 
capable of allowing threat actors 
to remotely execute arbitrary code 
or cause a denial of service. 
Exploiting these vulnerabilities 

Figure 7: A cybercriminal forum poster refers to the exploit module for CVE-2010-3972 in 
Metasploit, the popular penetration testing framework also used by malicious actors

Figure 6: Chart showcasing the critical CVEs most prominent within the analysed dataset

could therefore provide 
cybercriminals with access to the 
corporate networks of these 
companies, and the data they 
store and the devices they produce.

Cybercriminal forum posters have 
again demonstrated interest in 
exploiting these vulnerabilities (see 
Figure 7 below), while this process 
has also been simplified by the 
availability of proof-of-concept 
exploit code. Security researchers, 
industry professionals and even 
academics often create this proof-
of-concept code to prove that 
vulnerabilities can be exploited.
However, the code can easily be 
weaponised by cybercriminals, 
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proving particularly useful to those 
that are incapable of writing the 
code themselves, and would 
therefore otherwise lack the 
capability to target the 
vulnerabilities. For example, exploit 
code for CVE-2010-2730 is freely 
available on the code repository 
GitHub (Figure 11). Similarly, CVE-
2010-3972 is featured in Metasploit, 
a tool originally designed for 
penetration testers but abused by 
malicious actors.

Digitalisation of the NHS10
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FINDINGS

Some of the assessed NHS suppliers 
look susceptible to techniques currently 
popular among cybercriminals

Figure 9: A cybercriminal forum poster advertises an updated version of an RDP brute forcing tool

Our research also showed that a 
portion of the companies in the 
dataset had open ports that are 
typically targeted by cybercriminals. 
Having an open port means that a 
service – for example, a database 
instance – is configured to accept 
data packets from the internet. While 
this is a requirement for some ports 
– such as a website having ports 80 
and 443 for HTTP and HTTPS 
(Hypertext Transfer Protocol/
Secure) respectively – others will 
have been opened to the internet 
inadvertently. In the same way they 
scan for specific vulnerabilities, 
cybercriminals will also scan the 
internet to identify open ports 
associated with particular services 
that they can then look to exploit.

One group of ports that 
cybercriminals have recently 
targeted extensively is those used by 
Remote Desktop Protocol (RDP) 
services. 5% of companies in the 
dataset have at least one of the 
ports associated with RDP services 
open to the internet.   RDP provides 
a remote means of accessing one 
device on a network from another, 
and is typically used by network 
administrators. However, 
cybercriminals have become aware 
of the accessibility of RDP instances 
sitting on the edge of a company’s 
network, protected only by weak 
passwords that can be brute-forced,  
particularly using tools available on 
cybercriminal forums (figure 9).
Having compromised these 

instances, they can sell this 
foothold via dedicated 
cybercriminal marketplaces on the 
dark web, or exploit it directly 
themselves, often by deploying 
ransomware. These ransomware 
infections differ from cruder efforts 
in which the malware is attached to 
phishing emails, in that the 
criminals will often look to infect 
multiple endpoints before 
encrypting data. This means they 
can increase the disruption caused 
to the business and also increase 
their ransom demand, making these 
attacks more profitable. The 
criminal interest in RDP instances is 
reflect by Figure 10 below. Of the 
5% of companies with open RDP 
ports, 45% of these also featured 
critical-severity vulnerabilities on 
their infrastructure, reaffirming their 
likely attractiveness for 
cybercriminals.

A second key category of open 
ports that cybercriminals 
deliberately look to identify are 
those associated with databases. 
As with RDP ports, cybercriminals 
will also scan the internet to identify 
ports that are typically used by a 
database – such as port 3306 for 
MySQL, or 9300 for Elasticsearch. 

Figure 8: An entry on GitHub advertising proof-of-concept exploit code for CVE-2010-2730

5 List of RDP ports here
6 Brute forcing means using trial and error to submit lots of passwords to eventually guess correctly.

@OrpheusCyber   |   Contact@Orpheus-Cyber.com   |   Orpheus-Cyber.com 11



We detected at least one of these 
ports open on 17% of companies in 
the dataset. Some of these database 
services will have a business case for 
being internet-accessible, and will 
have the appropriate controls in 
place. However, many others will be 
incorrectly configured and therefore 
susceptible to targeting by criminals 
looking to steal the data they contain.

The regulatory implications – for 
example, fines under GDPR – of a 
breach of personally identifiable 
information (PII) from a database 

instance may increase the impact of 
their being targeted. If criminals are 
unable to access the data behind 
these instances, they may also look 
to delete it or disrupt access to it so 
that they can extort the company in 
exchange for ceasing their efforts. 
For example, a recent campaign from 
a Chinese cybercriminal group 
actively scanned for ports associated 
with MySQL databases and infected 
those found vulnerable with the 
GandCrab ransomware, which itself 
was available for hire on 
cybercriminal forums.

FINDINGS

Digitalisation of the NHS12

Figure 10: Chart tracking the mentions of RDP in Orpheus intelligence reports (blue 
bars, left axis) alongside the number of mentions of the term on cybercriminal 

forums (right axis, gold line).
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There is room for improvement on 
basic anti-phishing measures
SPF and DMARC are two 
authentication mechanisms that 
companies can implement to secure 
their email traffic. SPF and DMARC 
work together to ensure email 
domains are not used fraudulently, 
preventing the risk of spoofing and 
helping to block spam messages, 
malware and phishing attacks.
80% of companies in our dataset 
have SPF correctly configured on 
their email domains and are 
therefore protected against basic 
impersonation techniques. However, 
adoption rates for DMARC were 
considerably lower, with only 5% of 
the companies we assessed having 
this policy properly configured.
  

This figure corresponds with recent 
research, which suggested that only 
20% of the world’s largest 
companies had this mitigation 
measure in place.  SPF and DMARC 
are particularly significant when 
attempting to secure the supply 
chain, as they can help reduce the 
chances of one supplier being 
exploited to attack another.

Using a technique commonly known 
as Business Email Compromise 
(BEC), cybercriminals can exploit this 
lack of protection to compose 
convincing phishing emails that 
purport to come from suppliers or 
partners, which typically request 
high-value payments to be made or 
redirected to an account of the 
criminal’s choosing. Although SPF 
and DMARC will not completely 
negate the prospect of these types 
of attack – robust payment 
processes and employee awareness 
are also critical -the ability to flag 
and filter out these malicious 
attempts is important.

BEC attacks have continued to 
increase in the past year. This 
because while requiring little 
technical expertise, they are proving 
highly profitable. For instance, BEC 
scammers recently targeted the City 
of Ocala, Florida, successfully 
defrauding it of USD 742 thousand, 
as well as a subsidiary of media 
giant Nikkei, stealing USD 29 million. 
According to an FBI report, BEC 
scams generated USD 1.3 billion in 
losses in 2018.

FINDINGS

Figure 12: Pie charts highlight the stark 
difference in implementation between 

SPF (80%) and DMARC (5%) among the 
assessed NHS suppliers
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Vulnerability score comparison between this dataset and selected sectors
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FINDINGS

Profiling the companies in the 
dataset according to their sector 
reaffirmed the broad range of 
suppliers that are used by the NHS. 
The 622 companies we looked at fell 
into 15 of the 21 main UK sectors, as 
defined by the Standard Industrial 
Classification (SIC) system,  with 
only sectors such as Mining and 
Agriculture not featured among the 
suppliers. As Figure 13 shows, the 
manufacturing and wholesale and 
retail trade sectors accounted for the 
largest number of entities.

The diversity in cyber security 
standards amongst these different 
sectors – as shown by the 
comparison of their average 
vulnerability ratings in Figure 14 - 
highlights the importance of being 
able to understand your supply 
chain’s cyber security.
 
We also looked at how the dataset of 
622 companies for the whitepaper 
compared with the average 
vulnerability ratings for other selected 
sectors, see figure 14. Encouragingly, it 
showed that the 622 companies had 
lower vulnerability ratings than all but 
one sector, financial services, in which 
organisations tend to have better 
standards than most industry verticals.
 

7 https://250ok.com/email-deliverability/how-has-dmarc-adoption-evolved-since-2018-its-complicated/
8 SIC codes are a means of organising companies according to their activities. Additional information is available here: https://www.gov.uk/government/
publications/standard-industrial-classification-of-economic-activities-sic

Figure 14: Average vulnerability scores per sector for companies in the dataset show 
construction companies have the lowest vulnerability score. Orpheus vulnerability scores are 

calculated from 1-999, with a lower number indiciating a more secure infrastructure

Figure 15: How the dataset’s average vulnerability rating, taken as a whole, 
compares with that of other sectors

SIC Section COUNT

G: Wholesale and retail trade 217
C: Manufacturing 181
Q: Human health and social work activities 56
M: Professional, scientific and technical activities 49
N: Administrative and support service activities 38
J: Information and communication 28
S: Other service activities 13
U: Activities of extraterritorial organisations and 
bodies

12

F: Construction 9
K: Financial and insurance activities 6
P: Education 3
I: Accommodation and food service activities 3
R: Arts, entertainment and recreation 3
H: Transportation and storage 2
L: Real estate activities 2
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Figure 13: A breakdown of 
suppliers in the sample  

shows the range of different 
sectors they operate in
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How we can help

If you are interested in finding out your 
company’s cyber risk rating, or better 
understand how to mitigate your threats and 
vulnerabilities, we can help. Orpheus’ ground-
breaking platform enables you to monitor and 
mitigate cyber risks to both yourselves and the 
companies you work with.

Our platform empowers you to:

• Turn large volumes of data and 
information into actionable insight

• Proactively understand both your 
current threats and live 
vulnerabilities, so that you can stop 
cyber risks before they materialise

• Ensure you have the right defences in 
place to successfully protect against 
your threats

For more information, please reach us at 
contact@orpheus-cyber.com. 

orpheus-cyber.com

Second Floor, 19 Willow Street, London EC2A 4BH
contact@orpheus-cyber.com




