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Weekly Intelligence Summary 
Report Date: 28.07.2025 

Intelligence Cut-off Date: 25.07.2025 

Weekly Focus: Microsoft SharePoint zero-day 

widely exploited in global compromise 

campaign, emergency patches released. 

Following earlier exploitation of patched SharePoint 

flaws, new zero-days are now being widely abused in 

global incidents, with nation-state and other actors likely 

involved. 

Multiple previously unknown vulnerabilities in Microsoft SharePoint are 

being exploited in active campaigns, allowing unauthorised remote 

access to on-premise servers. The flaws bypass earlier patches issued 

in May, with exploitation confirmed across at least 85 servers and 54 

organisations worldwide at the time of reporting. 

Microsoft has released emergency patches for affected versions, 

excluding SharePoint 2016, which remains unpatched. SharePoint 

Online is not affected. The vulnerabilities have been leveraged by a range 

of threat actors, including state-linked Chinese groups, with various 

malware and ransomware also being deployed, suggesting a broad 

range of threat actors are likely involved. 

Post-exploitation activity includes the use of encoded PowerShell, 

Certutil, and renamed tools for data exfiltration. Payloads such as 

agent.x64.exe and project1.exe have been observed, targeting sensitive 

configuration files and cryptographic secrets. Confirmed victims include 

US federal departments such as Energy, Education and Homeland 

Security. Over 400 servers are believed to be compromised. 

Microsoft urges all organisations to apply the latest updates, rotate 

machine keys, and ensure AMSI-based defences are properly enabled 

and configured. 

Why It Matters… 

SharePoint is widely used in enterprise environments and often holds 

sensitive internal data. Its integration with other Microsoft services, 

combined with its trusted position in many networks, makes it an 

appealing target. Threat actors can exploit these vulnerabilities to move 

laterally and maintain access with minimal visibility. 

This campaign highlights the ongoing risk posed by zero-day exploits and 

delayed patching. While some activity has been attributed to Chinese 

state actors, the scale and nature of the exploitation suggest broader 

interest and accessibility. The use of renamed tools and fileless execution 

techniques further complicates detection and response. 

Organisations should limit exposure of on-premise systems, ensure 

patches are applied, and monitor for signs of compromise. This incident 

demonstrates the need for proactive security controls, especially when 

relying on widely deployed services that may be exposed to the internet. 

 

Intelligence Overview 

Nation State 

The US Department of Defence (DoD) 

has disclosed details of a long-term 

compromise of a US state's Army 

National Guard network by the PRC-

aligned threat actor Salt Typhoon. 

Cybercriminal 

US agencies have warned that 

Interlock ransomware is actively 

targeting CNI and key sectors across 

North America and Europe using 

sophisticated social engineering and 

malware delivery techniques. 

A new variant of the Coyote banking 

trojan is leveraging Windows UI 

automation for covert credential theft. 

Interacting directly with browser UI 

elements enables the malware to 

evade traditional security measures 

whilst extracting sensitive information, 

including URLs and user inputs. 

SquidLoader malware has been 

observed using a five-stage infection 

chain to compromise financial sector 

institutions in Hong Kong, Singapore, 

and Australia. 

Vulnerabilities 

CVE-2025-54309 (OVSS: 69 | CVSS: 

9.8), a critical vulnerability in 

CrushFTP, is being actively exploited 

in the wild, putting over 1,000 exposed 

instances at risk of compromise. 

Supply Chain 

A widespread campaign targeting the 

'is' Node Package Manager (NPM) 

exposed developers to malware via 

compromised dependencies. Using 

phishing emails to impersonate npm 

support, the threat actor compromised 

the 'is' package maintainer account 

before publishing malicious versions of 

the software. 
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