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Weekly Focus: Scattered Spider shifts its focus to
the insurance sector and leaves a lasting impact
on the retail sector.

This week, Scattered Spider continued to make waves
with two separate breaches impacting the US insurance
sector, with the cost of the incidents involving M&S and
the Co-op estimated between GBP 270-440 million by the
CMC.

The Cyber Monitoring Centre (CMC), the body responsible for categorising
the severity of cybersecurity incidents in the UK, graded the breaches

impacting M&S and the Co-op as category two systemic events, on a scale
of zero to five, with five being the most critical.

The CMC declared that the impact of the incidents was significant,
substantially affecting both companies and having considerable
consequences for suppliers, partners, and service providers. The CMC
warns that the cost to retailers which are unable to fulfil normal sales could
be as high as GBP 1.3 million per day.

In the US, the compromise of two insurance organisations, Aflac and First
Insurance Company of Hawaii (FICOH), has been associated with
Scattered Spider. Aflac, the largest supplemental insurance provider in the
US, confirmed the breach of its personal and health information but
contained the breach with no operational disruption. FICOH, a sister
company of Philadelphia Insurance Companies and part of the Tokio
Marine Group, took systems offline to contain a cyber incident associated
with Scattered Spider, disrupting its core systems.

Why It Matters...

Scattered Spider continues to evidence its disruption capabilities by
broadening its targeting to the US insurance sector, as was previously
suspected. Another US-based insurance company, Erie Insurance, was
compromised in early June 2025 and presumed to have resulted from the
activities of Scattered Spider, further evidencing this shift in targeting
focus.

The insurance companies were breached within a few days of one another,
in a similar timeline to the incidents impacting M&S and the Co-op. By
doing so, Scattered Spider generates publicity and establishes itself as a
highly capable and coordinated threat actor that generates significant
operational and financial damages. Moreover, it suggests the involvement
of supply chain compromise as organisations in the same sector are more
likely to share suppliers, vendors and software.

Scattered Spider is highly likely to continue broadening its targeting
beyond the retail, insurance and technology sectors. As a result, it is
recommended for organisations to familiarise themselves with the group’s
TTPs, particularly its social engineering techniques, to prevent
exploitation.
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Intelligence Overview

Nation-State

Since February 2025, Salt Typhoon
has compromised multiple devices at
a_ Canadian telecommunications
provider, retrieving configuration data
and modifying routing rules to
facilitate persistent access and
network surveillance.

Russian state threat actor APT28 is
conducting a phishing campaign,
utilising the  Signal messaging
platform to target government entities
in Ukraine with two new malware
families named BeardShell and
SlimAgent.

Ransomware

US steel company Nucor has
revealed that limited data was
exfiltrated from its systems during a
recent security incident. The breach,
disclosed in mid-May 2025, involved
unauthorised access to Nucor's IT
systems, resulting in some
operational disruption.

Data Breach

Oxford City Council experienced a
data breach in which an unauthorised
third party accessed historic
information stored on legacy IT
systems. The information pertains to
individuals employed by Oxford City
Council, including poll station workers
and ballot counters.

Glasgow City Council has disclosed
that a recent security incident
affecting a third-party supplier has led
to online service disruption and
potential customer data theft.

Krispy Kreme has announced that a
data breach in December 2024
affected over 161,000 individuals and
resulted in significant operational
disruption.
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