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Weekly Focus: RedCurl deploys
RedLoader in multi-stage infection chain.

custom

The Russia-affiliated RedCurl has been observed refining
its TTPs, combining malicious LNK files and WebDAV, to
compromise victims in a phishing campaign targeting HR
and recruitment employees.

RedCurl, also known as Earth Kapre and Gold Blade is a Russian-
speaking financially motivated cybercriminal group that has been active
since at least 2018. They primarily engage in data theft operations
focusing on corporate information and also conducting business email
compromises.

Since 2024, the group has been observed targeting human resources
and recruitment employees using phishing lures on third-party job
platforms. Victims received a PDF masquerading as a job application that
linked to a ZIP archive containing a Windows shortcut file (.Ink).
Execution of the (.Ink) file launched conhost.exe, initiating a remote
retrieval process over WebDAV.

In the first stage of the campaign, WebDAV retrieved a signed Adobe
ADNotificationManager.exe from infrastructure hosted on Cloudflare
Workers. The legitimate binary was exploited to sideload the malicious
DLL, netutils.dll. The malware then established persistence by registering
a scheduled task named using a base64-encoded hostname under the
BrowserQE namespace.

Stage two was executed using WebDAV from a separate Cloudflare
Workers domain. Despite host-specific naming the payload retained
consistent hashes across hosts and execution was carried out using
pcalua.exe and conhost.exe to blend with legitimate system activity. The
second stage established command-and-control (C2) communication
and enabled further tasking and persistence.

Why It Matters...

The campaign demonstrates how sophisticated threat actors circumvent
cyber defences by adapting and refining existing techniques. By doing
so, they increase the likelihood of successful infection while limiting
development overhead, maximising efficiency and scalability. This
technique is notably employed by state-sponsored threat actors such as
Lotus Blossom and the Sagerunex backdoor or Mustang Panda and their

PlugX backdoor.

RedCurl’s use of social engineering tactics as an initial access vector
continues to highlight the threat associated with impersonation. In some
cases notably by impersonation of employees, IT desks or support
services, victims are tricked into providing access to internal networks,
resetting credentials or enabling lateral movement and persistence. The
use of legitimate infrastructure also presents detection challenges for
cyber defence.

ORPHEUS

@ ORPHEUS

Intelligence Overview

Data Breach

A threat actor claims to have breached
UC Berkeley, exfiltrating databases
with student records, credentials, and
payment data. The compromised
server also caused outages across
subdomains, with access and data
now offered for sale on a dark web
forum.

Allianz Life has disclosed a data
breach via a third-party CRM platform,
exposing data of up to 1.4 million
customers. No ransom was issued, but
links to ShinyHunters are suspected.

Cybercrime

Scattered Spider has introduced
RattyRAT, a Java-based trojan
enabling  cross-platform  access,
keylogging, and file transfer. It is
deployed alongside ransomware via
updated TTPs, including IT
impersonation, SIM swapping, and
vSphere compromise to enable SSH
and bypass endpoint defences.

Chaos, a new ransomware group likely
formed by former BlackSuit members,
is using Quick Assist and triple
extortion tactics. The cross-platform
ransomware encrypts files and
exfiltrates data.

Geopolitical

Chinese-linked UNC3886 is targeting
Singapore’s critical infrastructure via
zero-day exploits in Fortinet, VMware,
and Juniper. The group uses custom
malware for long-term access aligned
with strategic intelligence collection.

Pro-Ukraine hacktivists claim to have
caused mass disruption at Aeroflot,
grounding over 50 flights. They allege
long-term access and extensive data
theft, though the claims remain
unverified.
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