Weekly Intelligence Summary
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Weekly Focus: Google Salesforce data breach
attributed to collaboration between
ShinyHunters and Scattered Spider.

This week, ShinyHunters and Scattered Spider
collaborated to compromise Google as part of the
ongoing campaign affecting a range of organisations
using Salesforce CRM services; Scattered Spider is
believed to have acted as an initial access broker.

The breach of Google appears consistent with other incidents attributed
to an ongoing campaign, which has been widely linked to ShinyHunters.
Other victims of this campaign include Adidas, Qantas, Allianz Life, and
subsidiaries of LVMH such as Louis Vuitton, Dior and Tiffany & Co.

Approximately 2.55 million prospective Google Ads customer records
have been exposed, including business names, phone numbers, and
internal sales notes, but no payment or account data was compromised.
The intrusion leveraged voice phishing (vishing) to encourage targets to
engage with a malicious OAuth app masquerading as Salesforce’s Data
Loader.

Scattered Spider is known for leveraging social engineering tactics to
achieve initial access and is adept at vishing, as demonstrated by the
recent compromises of UK retail sector organisations.

ShinyHunters, Scattered Spider and Lapsus$ have created a Telegram
channel titled “ScatteredLapsuSp1d3rHunters” in which the groups claim
credit for and discuss having achieved significant breaches and
conducted large-scale social engineering and extortion campaigns,
including those of Allianz Life and Salesforce.

Why It Matters...

ShinyHunters typically attempts to issue direct ransom demands to
victims rather than offering stolen data for sale; however, data has been
leaked in instances where negotiations failed. This week, the group has
leaked complete databases stolen from Allianz Life’'s Salesforce
instances, which include 2.8 million records of account and contact data
relating to individual customers and business partners.

Cybercriminal groups seeking to maximise profit have demonstrated a
preference for leveraging opportunistic, low-sophistication initial access
techniques, including vishing. Such techniques, when leveraged by
English-speaking operators such as Scattered Spider or groups relying
on Generative Al tools, have a high success rate and are evidently being
discussed between peer groups, willing to collaborate to achieve results.

As such, it is highly likely that similar techniques will be increasingly
leveraged by cybercriminal threat actors in future attempts to conduct
large-scale and high-profile compromises.
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Ransomware

The Interlock ransomware group was
responsible for a cyber incident that
disrupted multiple critical systems and
digital services in Saint Paul,
Minnesota's capital city. The threat
actor has added Saint Paul to its dark
web portal, claiming to have stolen
over 43GB of data, some of which has
been published.

The motorcycle manufacturer Royal
Enfield has been listed on
DarkForums, with a threat actor using
the username blinkzk claiming to have
achieved a complete 'data lockdown'
by encrypting all servers and wiping
backups.

CNI

The Dutch National Cyber Security
Centre (NCSC-NL) has warned that
CVE-2025-6543 (CVSS: 9.8 | OVSS:
77), a critical zero-day vulnerability in
Citrix Netscaler, has been actively
exploited since May 2025, leading to
the successful compromise of several
organisations across the Netherlands.

Evolving Techniques

Threat actors have been observed
exploiting the Scalable Vector
Graphics (SVG) image file format to
deliver malicious payloads to targeted
systems. This technique allows threat
actors to conceal malicious actions
within seemingly harmless content,
decreasing the likelihood of detection.

Malware is being distributed via the Go
programming ecosystem on Linux and
Windows systems, exploiting trust in
open-source repositories to insert
malicious code into seemingly
legitimate modules, which are then
imported directly into development and
build processes.
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