Weekly Intelligence Summary

Report Date: 15.09.2025
Intelligence Cut-off Date: 12.09.2025

Weekly Focus: Threat actors abuse iCloud
Calendar in phishing campaign

Researchers have observed a phishing campaign
leveraging iCloud Calendar invitations, exploiting
Apple’s trusted infrastructure to bypass secure email
gateways (SEGs) and increase user engagement.

The campaign used malicious calendar invites that appeared to originate
from Apple, often masquerading as PayPal billing notices. By exploiting
the automatic processing of calendar events, the messages bypassed
SPF, DKIM, and DMARC checks and remained credible when forwarded
within Microsoft 365 environments. This blending of caller-based social
engineering with the authority of a trusted sender shows how adversaries
are refining tradecraft to exploit both technical gaps and human trust.

This activity aligns with a broader trend of adversaries embedding social
engineering within legitimate services. A recent campaign abusing
Google AppSheet distributed fake trademark infringement notices from
genuine @appsheet.com addresses, passing authentication checks and
redirecting victims to credential-harvesting sites. These incidents show
how threat actors are increasingly turning to mainstream platforms that
users recognise and trust, eroding reliance on SEG-led filtering and
authentication protocols. Similar abuse of Google Classroom and
recruitment-themed lures sent via Mailgun and Xero further illustrate that
adversaries are systematically weaponising legitimate infrastructure to
sustain phishing operations at scale.

Why It Matters...

The exploitation of iCloud and AppSheet illustrates the strategic evolution
of phishing campaigns. Rather than relying on spoofing, adversaries are
embedding themselves within the trusted infrastructure that underpins
daily business operations. This complicates attribution and prolongs
adversary dwell time, while simultaneously increasing the chance of user
interaction.

For organisations, the implication is that the trust model of digital
communications is under sustained pressure. Authentication alone can
no longer be treated as proof of legitimacy. Security strategies must
evolve toward behavioural analysis, content inspection, and contextual
awareness, whilst user training must reinforce that even authenticated
and branded communications can be malicious.

Long-term resilience will depend on the ability to anticipate the misuse of
trusted services and adapt controls to detect malicious behaviour hidden
within them. The continuing shift toward exploiting mainstream
applications also suggests defenders will need to balance usability and
security more carefully, ensuring that protective measures keep pace with
adversaries’ exploitation of digital trust.
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Intelligence Overview

Supply Chain

In early September 2025, twenty
widely used npm packages with more
than two billion weekly downloads
were compromised after threat actors
gained access to maintainer accounts
through compromised credentials.

Canadian fintech company
Wealthsimple detected and contained
a supply chain breach after a software
package from a trusted third-party
provider was compromised, allowing
unauthorised access to sensitive client
data.

Cybercrime

GitHub has disclosed that the same
OAuth token abuse exploited in the
Salesloft Drift campaign was also used
to _access private GitHub repositories
belonging to both Salesloft and Drift,
extending the impact to developer
platforms in addition to Salesforce-
linked environments.

A phishing campaign has been
identified involving a newly developed
phishing-as-a-service  (PhaaS) kit
known as Salty2FA, which is capable
of bypassing multiple forms of multi-
factor authentication (MFA) and
harvesting corporate credentials.

Ransomware

During a recent campaign, the
Gentlemen ransomware group has
targeted multiple sectors by combining
legitimate driver abuse, Group Policy
manipulation, and custom anti-AV
utilities to bypass enterprise endpoint
protections.

Nation State

Chinese threat actors are accused of
impersonating Congressman __John
Moolenaar as part of what is thought to
be a broader espionage campaign.
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