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Weekly Intelligence Summary 
Report Date: 29.09.2025 

Intelligence Cut-off Date: 26.09.2025 

Weekly Focus: Heathrow, Jaguar Land Rover, 

and Co-op Incidents Reveal Critical Gaps in 

Digital Resilience 

The recent cyber incidents affecting Heathrow Airport, 

Jaguar Land Rover (JLR), and the Co-op Group continue 

to highlight significant and persistent weaknesses in 

third-party risk management, legacy system exposure, 

and business continuity planning across the UK. 

Supply-chain-driven disruption to Collins Aerospace’s cloud-based 

ARINC cMUSE platform, used for check-in and boarding, brought 

electronic passenger processing to a halt at major European airports, 

including Heathrow, Berlin, and Brussels. Airlines were forced to revert to 

manual systems, resulting in delays and cancellations that exposed the 

critical dependency on third-party digital infrastructure. 

Jaguar Land Rover, meanwhile, has confirmed that its production 

facilities will remain closed until at least 1 October 2025, following the 

breach by Scattered LAPSUS$ Hunters, who reportedly exploited a 

vulnerability in JLR’s SAP NetWeaver system. It has been revealed that 

JLR is facing the full financial impact of the breach after reportedly failing 

to secure adequate cyber insurance. Meanwhile, some smaller suppliers, 

which are entirely reliant on JLR, are at risk of collapse. 

In April 2025, Co-op suffered a breach affecting 6.5 million members. The 

group proactively took systems offline to prevent a ransomware payload, 

but not before the threat actor had gained access to a significant amount 

of customer data. Co-op has since reported GBP 206 million in lost 

revenue and anticipates a GBP 120 million drop in annual profits. This 

disclosure reiterates the scale of the financial damage caused by the 

incident. It also demonstrates the significant operational and economic 

disruption resulting from the sustained targeting of the UK retail sector. 

Why It Matters… 

These incidents highlight the rising scale and cost of cyber risk, showing 

how weaknesses in third-party oversight, legacy systems, and resilience 

planning translate into both operational and financial damage. A single 

supplier failure, as seen with Collins Aerospace, can disrupt multiple 

organisations at once, cascading across sectors. For large enterprises, 

such events can result in losses of billions, while smaller partners risk 

insolvency when a key customer halts operations. 

The events also expose a widening cyber insurance gap. Many 

organisations lack cover for prolonged disruptions or vendor failures, 

leaving them to absorb the full cost of recovery. For security leaders, the 

lessons are clear: invest in zero-trust architectures, strengthen detection 

and response capabilities, and align insurance coverage with realistic risk 

scenarios. 

Intelligence Overview 

Legal 

The Qilin ransomware group 

breached a South Korean 

subcontractor, leaking sensitive data 

from 20 asset managers, including 

tax documents, financial reports, and 

investor records.  

 

Automotive 
Stellantis confirmed a breach 

following the compromise of a third-

party provider, raising concerns over 

supply chain resilience within the 

global automotive manufacturing 

sector. 

 

Volvo Group disclosed a ransomware 

attack on its HR supplier, exposing 

sensitive employee data and 

underscoring the risks posed by third-

party service providers.  

 

Novel Techniques 

On Windows 11 24H2, threat actors 

are leveraging WerFaultSecure.exe 

to steal cached LSASS credentials, 

bypassing traditional protections and 

highlighting the evolution of 

credential theft techniques. 

 

Exploitation of Pandoc CVE-2025-

51591 allows adversaries to access 

AWS metadata services, harvest 

EC2 IAM credentials, and showcase 

increasing sophistication in cloud-

focused attack methods. 

 

A zero-day in Cisco ASA firewalls is 

under active exploitation, with 

malware deployment prompting CISA 

to issue emergency directives 

securing at-risk federal systems. 
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