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Weekly Focus: Salesloft Drift leveraged to
compromise Salesforce CRM environments

Researchers have identified a targeted data exfiltration
campaign leveraging the Salesloft Drift third-party
integration to compromise multiple corporate Salesforce
CRM environments.

The activity, attributed to UNC6395 and assessed to be part of the
broader ShinyHunters Salesforce CRM intrusion campaign, saw threat
actors utilising compromised OAuth access and refresh tokens to
authenticate against Salesforce APIs and issue SOQL queries targeting
high-value objects, including Users, Accounts, Cases, and Opportunities.
Extracted data sets included sensitive credentials such as AWS access
keys, plaintext or hashed passwords, and Snowflake authentication
tokens.

The initial access vector is believed to involve the malicious use of Drift’s
OAuth scopes, enabling lateral access into Salesforce environments
without reliance on user credentials or session hijacking. Therefore, it is
recommended to treat all Drift OAuth tokens, including those related to
Drift Email and Al-enabled chat interfaces, as compromised.

Salesloft and Salesforce have subsequently revoked all active OAuth
access and refresh tokens associated with the Drift application,
effectively neutralising the unauthorised access vector.

Why It Matters...

This incident forms part of a broader campaign linked to ShinyHunters, a
threat actor engaged in extortion-driven data theft. Active since early
2025, the group has targeted organisations using Salesforce
infrastructure, including Adidas, Allianz Life, Qantas, and LVMH brands.
Threat actors likely gained access through voice phishing (vishing),
leading victims to authorise malicious OAuth applications that mimicked
legitimate tools. Once authorised, these applications enabled covert data
extraction without triggering standard security defences.

The full impact of the campaign remains unclear, but stolen cloud keys
and Snowflake tokens may potentially lead to further compromise
opportunities. Affected organisations are advised to rotate tokens, audit
SOQL logs, and scan for embedded credentials. Proactively,
organisations should aim to tighten OAuth scopes, review access
regularly, and monitor for suspicious token and query activity.

This incident highlights the operational risks posed by SaaS supply chain
dependencies and highlights ShinyHunters’ strategic shift toward
targeting third-party integrations and cloud trust relationships. These
evolving tactics exploit the implicit trust granted to connected apps,
enabling stealthy access to sensitive data across otherwise well-
defended environments.
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Critical Infrastructure

The compromise of Miljddata, a
Swedish IT systems  supplier,
disrupted  services across 200
Swedish municipalities. Data was
likely exfiltrated, and reports indicate a
ransom demand of 1.5 Bitcoin was
issued.

Authorities linked Salt Typhoon to
three Chinese technology companies,
which allegedly supplied services and
cyber capabilities to China’s Ministry of
State Security and the People’s
Liberation Army.

Ransomware

INC Ransomware claimed to have
compromised Marlborough Partners, a
UK-based financial advisory firm. The
group published a sample of the
allegedly exfiltrated two terabytes of
sensitive proprietary data on their dark
web page.

Nissan Japan confirmed it
experienced a data breach after an
unauthorised third party accessed a
Creative Box Inc (CBI) server. Initial
findings suggest leaked data only
concerned Nissan.

Cybercrime

PromptLock was identified as the first
known Al-powered ransomware. It
integrates Al-driven automation into its
functionality to exfiltrate, encrypt and
potentially destroy data. It does not
appear fully operational and has not
yet been observed in the wild.

Threat actors abused  Google
Classroom to bypass SPF, DKIM, and
DMARC validation in a coordinated
email phishing campaign that
impacted about 13,500 organisations
in the education, financial, healthcare
and manufacturing sectors globally.
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