N

-

Hidden
Dependencies ’

Supply-chain cyberisk a cé
healthcare andthe public sect?)

a,m ,

: " Tim West
-« Director of Intelligence Services




The Shift

Cyber risk now moves across
organisational boundaries

! Digital transformation expands the
attack surface exponentially

-1 Suppliers, platforms and cloud
services create hidden
dependencies

1 Asingle point of failure can
cascade downstream

1 Traditional perimeter controls
cannot contain ecosystem risk
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Who targets Healthcare?

Shared infrastructure attracts multiple threat actors

State actors Cybercriminals Hacktivists

« Strategic disruption and * Financial gain and data * |deological disruption and
long-term access monetisation visibility

- Targeting of research, IP + Ransomware targeting * DDoS and defacement of
and sensitive patient data operational downtime public-facing systems

* Pre-positioning within » Credential harvesting » Targeting policy-sensitive
critical national across healthcare institutions
infrastructure ecosystems - Amplifying reputational

+ Exploiting concentration  Leveraging third-party impact through public
risk in shared providers access for lateral exposure

movement
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All exploit interconnected digital
environments

- State actors seek persistent access and
strategic positioning

* Cybercriminals pursue scale, monetisation
and operational leverage

« Hacktivists aim for visibility and reputational
impact

* All move through shared suppliers, identity
systems and cloud platforms
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Operational pressure amplifies impact

Modern healthcare depends on dense, shared
digital infrastructure — cloud platforms,
diagnostics systems, logistics and outsourced
services

An incident affecting one supplier can cascade
across hospitals, GP networks, laboratories
and national services _

The impact is not just data loss — it is
operational disruption and patient care risk -

Shared platforms create concentration risk. >
One compromise can affect many
organisations at once

.
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Compromise one supplier, impact many organisations

Healthcare relies on shared suppliers —
cloud, diagnostics managed platforms

Attackers scale by compromising a single
provider

|dentity reuse and shared infrastructure
amplify impact

Risk now extends beyond organisational
borders
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Concentration & downstream
exposure at scale

Third Party Companies ® Comparative Risk Rating
189 in totad
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Leaders must evidence compliance with the UK
Cyber Security and Resilience Act across their
supply chains

* Leaders must know which third parties they rely on —
and quantify exposure

* Risk now sits beyond internal systems — across
shared and regulated infrastructure

« Concentration risk can trigger systemic failure and
regulatory intervention

* Governance must be continuous, measurable and
defensible — not static and questionnaire-based



From visibilityste
Control
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Real-time control of interconnected supply-chain risk

« Continuous monitoring
across third-party
ecosystems

Acme Ltd Cyber Risk Report Attack Surface Highlights Relevant Intelligence Reports 3 +2,

sssssss Reta Cyber Risk Rating Threats
Countries: United Kingdom Sector Score Related ence Reports
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\\\\\\\\ Acme Ltd has a higher risk score than average in its sectos Threat Score 394

- Live attack surface and -
vulnerability intelligence

Vulnerabilities

Comparison to similar organisations @ @ Bette Similar Benchmark
@ Email Security @ Attack Surface Size @

®

« Concentration and systemic
risk visibility

To effectively reduce risk, we recommend starting with the following Next Steps

* Prioritised remediation o—mmme— I m
aligned to operational impact I I oot O —




Thank you

Any questions?

@

Explore Speak to
TPRM Orpheus

ORPHEUS

CONTACT US:

Sales@orpheus-cyber.com

orpheus-cyber.com
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