Weekly Intelligence Summary
Report Date: 16.03.2026

Intelligence Cut-off Date: 13.03.2026

Weekly Focus: Continued Iranian cyber
activity aligned with regional conflict and
intelligence collection

Iranian cyber operations remain focused on Israeli-linked
organisations and regional adversaries, with
reconnaissance, credential attacks, and vulnerability
exploitation observed. Limited access preparation
against some Western organisations suggests potential
for opportunistic targeting as the conflict evolves.

Iranian cyber activity linked to the ongoing regional conflict continues to
prioritise intelligence gathering and access preparation against
organisations associated with Israel and its partners. Observed activity
includes reconnaissance, credential attacks, and scanning of exposed
enterprise services such as webmail portals, remote access
infrastructure, and internet-facing applications.

Technical analysis of Iranian-controlled infrastructure suggests actors are
targeting technologies, including Microsoft Exchange-style webmail,
Fortinet appliances, and web applications vulnerable to SQL injection.
Activity observed against multiple organisations indicates targeting and
exploit testing rather than confirmed compromise.

In addition, pro-lranian hacktivist groups continue to conduct disruptive
operations, including website defacements and distributed denial-of-
service campaigns, primarily against Israeli and Middle Eastern
organisations. A destructive incident impacting medical technology firm
Stryker highlights that organisations with perceived links to Israel may
also be targeted opportunistically.

Why It Matters...

Iran’s cyber operations remain closely aligned with military and
intelligence objectives tied to the regional conflict. Activity observed to
date suggests actors are primarily seeking access and intelligence rather
than conducting sustained, destructive attacks.

Whilst the main focus remains Israel, the United States, and regional
adversaries, Western organisations may still face opportunistic targeting
where business relationships, supply chain links, or technological
dependencies overlap with Israeli entities or associated supporters. The
threat level to UK and EU organisations remains elevated but broadly
unchanged, with activity largely focused on reconnaissance, access
preparation, and limited disruptive campaigns that could enable follow-on
operations if tensions escalate.
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Salesforce Aura Campaign

ShinyHunters claims to have targeted
the Salesforce Aura application
framework to breach almost 400
Salesforce Experience Cloud sites,
exploiting misconfigured guest user
permissions and abusing a Mandiant
audit tool to extract large volumes of
CRM data, which the threat actors
are holding for ransom.

Data Breach

CoinbaseCartel claimed breaches at
Lacoste and Canada Goose, which
were recently also claimed by
Lapsus$ and ShinyHunters,
respectively. While attribution is
blurred, CoinbaseCartel previously
claimed the compromise of NGC
Software, which is reportedly a tech
supplier of both apparel companies,
making it possible that they became
victims of downstream data theft.

DragonForce exfiltrated 444 GB of
sensitive corporate data and PIl from
Import Services UK (now Delamode),
a leading logistics provider for UK
and global retailers, including ASDA,
Boots, Sainsbury’s, and Amazon.

Vulnerabilities

A vulnerability in Cisco Catalyst SD-
WAN, CVE-2026-20127 (OVSS: 77 |
CVSS: 10), is no longer confined to
targeted activity from UAT-8616 and
is now being widely exploited along
with two other flaws in SD-WAN.

Microsoft has released patches, and
Orpheus has assessed the likelihood
of exploitation for 79 vulnerabilities,
including two zero-days, that address
security issues across Windows, SQL
Server, .NET, and Microsoft Office.
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