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Weekly Intelligence Summary 
Report Date: 05.05.2026 

Intelligence Cut-off Date: 01.05.2026 

Weekly Focus: Critical cPanel Authentication 

Bypass Under Active Exploitation 

cPanel and WHM are positioned at the administrative centre of 

many shared hosting environments, with successful 

exploitation potentially resulting in widespread downstream 

impact across hosted websites, databases, email accounts, 

and server configurations. 

The flaw impacts cPanel and WHM, including DNSOnly, versions after 

11.40, and is tracked as CVE-2026-4190 (OVSS: 87 | CVSS: 9.8). The 

vulnerability resides in the login/session-handling flow, enabling an 

unauthenticated remote attacker to gain unauthorised access to 

administrative interfaces. 

The timeline of vulnerability disclosure started on 28 April 2026 by cPanel, 

with updates through 29-30 April. The CVE identifier was published by 

NVD on 29 April, and the Canadian Centre for Cyber Security issued an 

alert on the same date, warning of highly probable exploitation, urging 

impacted organisations to patch immediately.  

Whilst the vulnerability has not yet been added to CISA’s KEV, public 

reporting indicates that exploitation activity occurred before CVE 

assignment, with KnownHost reporting in-the-wild exploitation may have 

started as early as 23 February 2026. A technical proof-of-concept write-

up published by watchTowr on 29 April is highly likely to expedite 

exploitation activity for both novice and experienced threat actors alike. 

Why It Matters… 

Orpheus assesses that exploitation is likely to accelerate across multiple 

types of threat actors, with possible post-exploitation activities including 

unauthorised administrative panel access and data access. Orpheus is 

already aware of active exploitation by several botnets and/or 

cryptomining actors. 

The disclosure of CVE-2026-4190 had taken place around the same time 

as the disclosure of CVE-2026-31431 (OVSS: 90 | CVSS: 7.8), a 

vulnerability named Copy Fail, which is a Linux privilege escalation 

vulnerability. Orpheus assesses there’s a realistic possibility that threat 

actors may chain the exploitation of these two vulnerabilities, with the 

authentication bypass providing an initial foothold and Copy Fail 

escalating privileges to root. 

The wide scope for exploitation across a vast range of exposed 

instances, alongside a publicly available proof-of-concept, contributes to 

Orpheus’ expectation that exploitation of CVE-2026-4190 is highly likely 

to increase, with further developments in post-exploitation activities. 

 

Intelligence Overview 

Data Theft 

ShinyHunters published data on its 

leak site (27 Apr 2026) allegedly 

stolen from Udemy and ADT Inc., 

exposing millions of records 

containing PII and corporate data, 

with access linked to social 

engineering and Salesforce/SSO 

compromise via vishing attacks. 

UNC6692 conducted targeted social 

engineering campaigns (Dec 2025) 

using phishing, email bombing, and IT 

impersonation to trick users into 

running obfuscated commands that 

deployed the SNOW malware suite 

for persistence, credential theft, and 

remote access. 

Vulnerabilities 

A critical pre-auth SQL injection 

vulnerability (CVE-2026-42208) in 

LiteLLM was actively exploited within 

36 hours of disclosure, allowing 

unauthenticated attackers to inject 

SQL via API key validation paths and 

potentially access or modify backend 

credentials and sensitive data. 

A researcher has disclosed 89 

vulnerabilities in the XAPI 

management stack used by Citrix 

Hypervisor (XenServer) and XCP-ng, 

several of which could allow a low-

privileged VM administrator to bypass 

isolation, access host systems, and 

move laterally across virtualised 

infrastructure.  

NPM / Supply Chain 
A supply chain attack dubbed “mini 

Shai-Hulud” compromised several 

SAP-related npm packages via a 

CI/CD-focused malware campaign 

that stole developer and cloud 

credentials and exfiltrated them to 

attacker-controlled GitHub. 
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