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Weekly Focus: Microsoft Exchange Zero-Day
Enables Code Execution with Active
Exploitation Reported

A vulnerability in on-premises Microsoft Exchange Server
allows attackers to execute malicious code through specially
crafted emails opened in Outlook Web Access (OWA),
potentially enabling user impersonation and malicious actions
within trusted sessions.

The vulnerability, categorised as ‘High’ and tracked as CVE-2026-42897
(OVSS: 78 | CVSS: 8.1), has been added to the US Government’s
Cybersecurity and Infrastructure Security Agency’s (CISA) Known
Exploited Vulnerability (KEV) database following reports of exploitation in
the wild. The flaw affects Exchange Server 2016, 2019, and Subscription
Edition, allowing attackers to execute malicious JavaScript to abuse
authenticated user sessions and impersonate users or perform malicious
actions within the Exchange environment.

Microsoft has released a temporary mitigation through the Exchange
Emergency Mitigation Service (EEMS), which automatically applies
protective Uniform Resource Locator (URL) rewrite rules and is enabled
by default. Organisations using affected on-premises Exchange Server
2016, 2019, or Subscription Edition deployments are advised to ensure
the Windows service is active or, in air-gapped environments, manually
apply mitigations using the Exchange on-premises Mitigation Tool
(EOMT). Microsoft also noted a cosmetic issue where the mitigation may
display as invalid despite being successfully applied and confirmed that
Exchange Online is not impacted by the vulnerability.

Why It Matters...

This vulnerability presents a significant risk as it can be exploited without
requiring valid credentials or prior access to the target environment. By
compromising a user’s active Outlook Web Access (OWA) browser
session, attackers can gain unauthorised access to corporate mailboxes,
enabling them to read sensitive communications, send emails as
legitimate users, steal session information, and establish persistent email
forwarding rules. These actions could facilitate data exposure even after
standard remediation measures, such as password resets, have been
implemented.

The absence of a patch increases the risk posed by this vulnerability,
leaving organisations dependent on temporary mitigations. Limited public
information on active threat actor activity and indicators of compromise
(loCs) also makes detection and threat hunting more challenging.
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Intelligence Overview
Code Repositories

Mini_Shai-Hulud compromised 323
npm packages across the @antv
ecosystem and other frontend
libraries, using stolen maintainer
access, install hooks, and GitHub-
hosted dependencies to deploy
credential-stealing payloads.

TeamPCP claimed access to GitHub
internal repositories after a malicious
VS Code extension compromised an
employee’s  workstation.  GitHub
disclosed access to approximately
3,800 internal repositories, with no
current evidence of customer
repository impact.

Vulnerabilities

Storm-2949 abused Microsoft Entra
password reset and MFA approval
workflows to expand from one
compromised identity into wider
Microsoft 365 and Azure access,
enabling cloud data theft.

MiniPlasma is a Windows zero-day
proof-of-concept enabling SYSTEM-
level privilege escalation on fully
patched systems. Public source code
and compiled binaries increase the
likelihood of future exploitation.

A threat group exploited CVE-2024-
12802 in  SonicWall SSL-VPN
appliances to bypass MFA and gain
VPN access. Some patched
environments remained exposed
where manual LDAP remediation was
incomplete.

Nation State

Suspected Iran-linked actors
reportedly accessed exposed US fuel
monitoring systems, highlighting how
weak authentication and internet-
facing OT assets can create safety,
operational, and confidence risks.
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