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Weekly Focus: Oracle E-Business
vulnerability allowing full takeover, including
redirecting payments, sees active exploitation

A critical vulnerability affecting the Oracle Payments
application within the Oracle E-Business Suite could enable a
threat actor to manipulate payment processes, amend bank
account details, generate fraudulent invoices, and exfiltrate
sensitive financial data.

Threat actors are exploiting CVE-2026-46817 (OVSS: 73 | CVSS: 9.8), a
critical authentication bypass vulnerability affecting the Oracle Payments
File Transmission component of the Oracle E-Business Suite. The flaw
affects Oracle E-Business Suite versions 12.2.3 through 12.2.15 and can
be exploited remotely over HTTP without authentication. Successful
exploitation could allow an attacker to compromise Oracle Payments
instances, giving attackers the ability to access and alter payment
records, exfilirate sensitive financial data and potentially redirect
outbound payments to attacker-controlled accounts.

Active exploitation has been observed against security researcher-owned
honeypots, indicating that threat actors are actively testing or attempting
to exploit exposed environments. At the time of reporting, no public proof-
of-concept exploit has been identified, suggesting that the activity may
involve privately developed exploit capability. Oracle patched the
vulnerability in its May 2026 Critical Security Patch Update.

Why It Matters...

With an estimated 950 vulnerable instances worldwide and Oracle
Payments widely used across enterprise environments, this activity has
the potential to affect both organisations that have been directly
compromised and those connected through financial or operational
workflows.

The vulnerability is considered low complexity, reducing the technical
barrier for threat actors and increasing the likelihood that less
sophisticated groups could attempt to target exposed systems. With
exploitation of this vulnerability already observed, organisations should
prioritise applying the relevant patches where they have not already done
SO.

Where systems were exposed before remediation, organisations should
review Oracle Payments activity, file transmission workflows, privileged
account use and application logs for signs of unauthorised access. If
suspicious activity is found, teams should validate payment workflows,
check bank-account and invoice records, and review credentials linked
to the affected environment.
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Intelligence Overview

Cybercriminal

Threat actor under the moniker LSHIY
deployed a large-scale password-
spraying campaign against Microsoft
365 accounts, targeting Azure Active
Directory (Entra ID) authentication
endpoints.

ShinyHunters reportedly breached the
US National Association of Insurance
Commissioners (NAIC), claiming to
have exfiltrated 3.1TB of data. The
breach was linked to the earlier Oracle
PeopleSoft supply chain compromise,
which was also orchestrated by
ShinyHunters.

Al

Researchers  demonstrated  how
agentic coding tools, such as Claude
Code, can be manipulated to execute
malicious commands from benign-
looking GitHub repositories.
Successful exploitation could expose
local data, including API keys, GitHub
tokens and cloud credentials.

Vulnerabilities

Unidentified threat actors have
reportedly exploited CVE-2026-8451
(OVSS: 67 | CVSS: 7.5), a vulnerability
in NetScaler ADC and NetScaler
Gateway, less than 24 hours after
public disclosure.

A proof-of-concept for a code
execution vulnerability in  Splunk
Secure Gateway, tracked as CVE-
2026-20251 (OVSS: 53 | CVSS: 8.8),
has been released, requiring
potentially affected organisations to
patch the issue to prevent exploitation.

Adobe patched 11 critical
vulnerabilities _in ColdFusion _and
Campaign Classic. Successful
exploitation could result in remote
code execution.
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