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Weekly Focus: China-Nexus Actor Exploits VMware
vCenter Vulnerability

A suspected China-nexus threat actor is actively exploiting
CVE-2026-59310, a critical VMware vCenter Server vulnerability
that enables remote code execution with root privileges.

On 29 July 2026, CVE-2026-59310 (OVSS: 87 | CVSS: 9.8) was
disclosed as a critical VMware vCenter Server vulnerability. By 7
August, at least 361 compromised IP addresses had been identified
across 47 countries. Available evidence indicates with moderate
confidence that a Chinese-speaking threat actor is responsible. This
includes Chinese-language content in scripts, the use of Chinese-
language tools, no identified victims in mainland China, and activity
during UTC+08:00 working hours.

The threat actor installed a custom Linux backdoor, reverse SSH
tools, SSH keys, JSP web shells, and cron jobs labelled as VMware
services. It also attempted to obtain VMware Directory Service
credentials and created new vCenter administrative accounts.

After compromising vCenter, the threat actor accessed connected
ESXi infrastructure and deployed further remote-access tools and
privileged accounts. In one case, it deployed Babuk-derived
ransomware that encrypted ESXi-hosted files with the ‘.babyk’
extension. Ransomware has not been identified across the wider
campaign, so it remains unclear whether the threat actor’s objective
is disruption or persistent access to virtualised environments.

Why It Matters...

vCenter is a high-value target because it provides centralised
control over the virtual infrastructure supporting multiple ESXi hosts
and virtual machines. Successful exploitation could therefore allow
a threat actor to move beyond a single compromised server,
maintain privileged access, and control a wider virtualised
environment.

The extensive persistence suggests that the suspected China-
nexus actor may seek long-term access to virtualised environments,
with ransomware serving a secondary or disruptive purpose rather
than the campaign’s primary objective.

Organisations should prioritise patching and investigate affected
environments for signs of persistence, credential access,
unauthorised accounts, and activity involving connected ESXi
hosts.
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Intelligence Overview
Phaa$S

Hackers let Microsoft 365 users
complete MFA, then steal logged-in
sessions via the Mirage2FA platform,
with indicators of potential
compromise identified for 2,541
victims across 94 countries.

Hackers use Al voice calls and fake
banking pages to bypass MFA and
steal accounts through Balonx
Sistema, which combines Al-enabled
vishing, phishing pages and Android
malware to target banking customers
in Mexico.

Microsoft Vulnerabilities

Microsoft EntralD flaw exploited in the
wild allows remote code execution.
Microsoft has fully mitigated CVE-
2026-69836 and stated that no
customer action is required.

CISA added Microsoft Internet Key
Exchange (IKE) Service Extensions
vulnerability, CVE-2026-33824, to its
Known Exploited  Vulnerabilities
catalogue following reports of active
exploitation. The flaw enables
unauthenticated remote code
execution.

Public Exploit Code Released for
Microsoft SCCM Remote Code
Execution Vulnerability, enabling low-
privlege domain users to gain
SYSTEM-level access to SCCM
Primary Site Servers. No active
exploitation has been reported.

Azure Compromise

Threat Actor Advertises Enterprise
Directory Data Allegedly Stolen from
Azure Tenants. TheHatman advertised
data allegedly stolen from nine
organisations, although the claimed
Azure compromise remains unverified.
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