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Weekly Intelligence Summary 
Report Date: 10.08.2026 

Intelligence Cut-off Date: 07.08.2026 

Weekly Focus: Enterprise Management Platforms and 

Software Supply Chains Continue to Attract Threat 

Actor Interest 

Threat actors continue to prioritise enterprise platforms and 

identity processes that provide privileged, centralised access 

to corporate systems. This week’s reporting highlighted 

activity affecting remote management platforms, Microsoft 

collaboration services and cloud identity environments. 

N-able disclosed compromises in which threat actors gained 

access to customer environments through its N-central remote 

management platform. Separate phishing campaigns abused 

Microsoft Teams and legitimate services to increase the credibility 

of malicious communications and target Microsoft 365 credentials. 

Financial organisations also faced targeted identity attacks from 

UNC6671. The group used helpdesk vishing and adversary-in-

the-middle phishing sites against hedge funds and private-equity 

firms, including Point72, Millennium Management, Two Sigma and 

Citadel. The activity was designed to capture credentials and 

session cookies, providing access to Microsoft 365, Okta and 

connected cloud services. 

Although these incidents used different techniques, they 

demonstrate the value of platforms that hold elevated privileges, 

manage multiple environments or provide access to 

interconnected business services. Threat actors can combine 

trusted communications, helpdesk impersonation and stolen cloud 

identities to bypass established security controls and expand 

access across an organisation. 

Why It Matters… 

Compromise of an enterprise management or identity platform can 

expose sensitive data, privileged credentials, cloud applications 

and downstream customer environments from a single entry point. 

Organisations should prioritise monitoring of remote 

administration activity, privileged and agent permissions, 

suspicious cloud authentication and changes to identity controls. 

Strong helpdesk verification and scrutiny of phishing delivered 

through trusted collaboration services remain particularly 

important. 

Intelligence Overview 
 

Vulnerabilities 

A remote code execution vulnerability 

in Veeam ONE tracked as CVE-2026-

64633 (CVSS 52 | OVSS 10) was 

identified. The vulnerability requires 

neither authentication nor user 

interaction. 

Threat actors exploited an SQL 

injection vulnerability in a public-facing 

application connected to an Oracle 

database to install the khunt post-

exploitation toolkit as a Java object, 

enabling SYSTEM-level access. 

An Apache Tomcat EncryptInterceptor 

bypass vulnerability tracked as CVE-

2026-34486 (OVSS 82 | CVSS 9.8) is 

actively exploited in the wild against 

clustered deployments. 

OVSwrap, a Linux kernel vulnerability 

tracked as CVE-2026-64531 (OVSS: 

65 | CVSS: 7.8), enables a local 

unprivileged user to obtain root 

access. A public proof-of-concept 

exploit code is available.  

Jenkins disclosed a critical agent-to-

controller deserialisation filter bypass 

vulnerability tracked as CVE-2026-

70426 (OVSS: 53 | CVSS: 9) which 

could enable code execution on the 

Jenkins controller. 

Supply Chain 

New Shai-Hulud-like self-propagating 

worm dubbed ChainDrop was pushed 

following the compromise of the keyv 

GitHub maintainer account, with at 

least 444 packages compromised by 

the worm. 

Vishing 

Several financial organisations were 

targeted by UNC6671, a group 

associated with BlackFile, in a vishing 

campaign aiming to exfiltrate data. 
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