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Client Challenge

The UK automotive sector operates across an expanding and increasingly

complex environment — encompassing diverse communication networks,

production facilities, research cells and extensive global supply chains. This

complexity creates significant cyber risk exposure, spanning external threats

such as ransomware, targeted attacks and supply chain compromise, as well

as internal risks including ageing information systems and operational

technology vulnerabilities. As vehicles become more connected and software-

defined, the attack surface continues to grow.

Against this backdrop, Aston Martin Lagonda (AML) — a leading British luxury

automotive manufacturer with a global client base and extensive supplier network —

recognised that a reactive approach to cyber risk was no longer sufficient. With a

threat landscape that spans both its corporate environment and its operational

infrastructure, AML sought a proactive, intelligence-driven strategy and engaged

Orpheus as a partner to help develop and deliver the capabilities needed to manage

it effectively.

Cyber threat intelligence management (CTIM) is an important discipline for

information security practitioners to consider in an increasingly complicated threat

landscape. This is particularly true within the automotive sector as it consists of an

expanding set of diverse communication networks and multiple components including

production lines and research cells. The automotive sector faces multiple sources of

external threat and risk, compounded by internal risks like ageing information

systems and occasionally unavailable data assets.

This case study considers AML’s introduction of CTIM to remediate these and

other risks faced by the leading luxury automotive company.

Threat Scanning for Intelligence Led Cyber Incident Response
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The Solution

“
This decision to partner with Orpheus was based on the exceptional

experience and superb products delivered by Orpheus during consultations

that focused on the specific threats facing Aston Martin Lagonda.

AML Head of Cyber and Information Security

CTIM MODEL OVERVIEW

AML’s CTIM model provides key intelligence to aid tactical decisions, better manage

current and emerging cyber threats, as well as improve strategic planning. It allows

intelligence to feed all relevant services across AML, from Security Operations to

Business Continuity planning, and also satisfies regulatory requirements, such as

‘New Connected Car’ regulations which stipulate the need for threat scanning to

integrate into cyber planning activities.

The CTIM Framework comprises of five core functions derived from NIST and ISO:

Under these overarching functions, the CTIM Framework provides a customisable

catalogue of cyber security outcomes based on existing standards, processes and

practices that AML can use to manage and reduce our cyber security risk.
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The Solution

THE CASE FOR AN EXPERT PARTNER

Due to limited experience in managing emerging risks, AML decided to engage with

an expert partner to scale its capabilities and adopt a more cost-effective

approach to CTIM development. Following market review, AML decided to partner

with Orpheus Cyber to implement a series of threat scanning processes to underpin

the CTIM implementation project.

This decision was based on their consultative approach, proprietary machine

learning technology, as well as their various accreditations. In particular, their

skilled analyst team and understanding of the specific threats faced by AML in within

automotive industry regulations such as 'New Connected Car' – specifically

stipulating the need for threat scanning to integrate into cyber planning activities.

Orpheus aligns its intelligence products and services to the CTIM model. This

includes monitoring AML’s external attack surface through continuous discovery and

assessment of internet-facing assets. By identifying vulnerabilities, misconfigurations,

and potential entry points for cyber attackers, AML can detect and mitigate risks

before they are exploited. This protects the AML brand, safeguards business

operations, and ensures a resilient and cost-effective security posture.
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Results & Benefits

Orpheus was able to take the CTIM model and optimise the intelligence products and
services consumed by AML. These included:

• A new risk radar service that tracks key strategic threats over time and provides
an accessible format for the C-suite to quickly understand AML’s cyber threat
picture

• A weekly risk review call, providing AML employees with access to Orpheus’
expert analysts to enable focus on the most pressing and relevant issues.

• Bespoke assessment on key cyber threat incidents, such as the impact of the
Russian invasion of Ukraine and the attack on Toyota’s production facilities in
March 2022.

• Open source investigations on the C-suite and other key AML employees,
designed to mitigate the risk associated with their heightened online presence.

These various deliverables meant that limited resources could be directed at the most
pressing cyber risks, enabling AML to adapt its cyber posture to maintain services
and improve its operational resilience

Results

The Orpheus Cyber Risk Management Platform delivers

substantial time savings by automating data collection, cyber

risk scoring, and prioritising issues for remediation.

Compared to traditional manual processes, AML now benefits

from near real-time identification of high-risk issues,

accelerating the remediation cycle through prioritised,

actionable intelligence. This combination of Orpheus’s

platform and managed service streamlines business

workflows - especially vital in an environment where the

attack surface complex.

Going forward, AML’s Cyber and Information Security

team continue to optimise CTIM and align it to AML’s

long-term plans. It is focused on driving improvement across

processes and products; upskilling the AML team in

collaboration with Orpheus; and strategy development and

consulting with Orpheus’ leadership team.

Benefits

Risk reduction 
over 12 months
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Orpheus Platform Modules Deployed for AML

Orpheus’ intelligence-led platform modules combined with our skilled intelligence 

analyst team are being deployed to address supply chain and external attack surface 

management requirements. By applying our predictive cyber risk ratings and risk-

based vulnerability management technologies, Orpheus has enabled AML to 

proactively identify potential exposure and make targeted improvements.

The Orpheus platform gives AML greater visibility over its supply chain security 

posture and equips decision-makers with the insight to act decisively. The 

collaboration also ensures that Orpheus platform deployment supports operational 

priorities – delivering measurable risk reduction aligned to cyber resilience objectives.

Delivering Results Where it Matters Most

The third-party risk module in the Orpheus 

platform monitors suppliers from a threat 

actor's perspective. Orpheus' approach 

results in predictive and actionable 

prioritisation of risk mitigation activity – 

saving money and time whilst improving 

security at the same time. 

THIRD PARTY RISK MANAGEMENT
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Orpheus is the only UK-government accredited cyber threat 

intelligence company providing cyber risk rating services. 

Our powerful and award-winning technologies collect huge 

volumes of cyber risk data, which we analyse using Machine 

Learning and our highly skilled team to enable you to stop 

your cyber risks before they happen.

contact@orpheus-cyber.com

https://orpheus-cyber.com/
https://orpheus-cyber.com/whitepapers-blogs/
https://orpheus-cyber.com/
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